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Abstract: In order to protect cyber world from different kind of malicious objects, we strived to develop
SI1 I2 I3 RS(Susceptible, Infectious due to worm, Infectious due to virus, Infectious due to Trojan Horse, Recovered and Susceptible) model for the transmission of malicious objects with simple mass action incidence
in computer network. Threshold, equilibrium and their stability are discussed for the simple mass action
incidence. We have derived an explicit formula for the reproductive number and have shown that the malicious object infection free equilibrium, whose component of infective is zero, are locally as while as globally
asymptotic stable if threshold number is less than one. Numerical methods have been used to solve and simulate the system of differential equations which will help us to understand the attacking behavior of malicious
object in computer network, and efficiency of antivirus software.
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1

Introduction

It is a fact beyond doubt that man made a quantum jump by the augmentation of cyber world which brought revolutionary
changes in the society. It has made the life easier and world accessible with the touch button. But as all revolution has
its favorable and adverse impact, cyber technology is no exception. The advancement in cyber technology also brought
objects which are malicious in nature and great threat cyber world. These malicious objects are worm, virus and Trojan
horse and they are different in accordance with their propagation behavior, characteristics, means and limitation. These
malicious objects come to the system as important files and keep knocking at the door of the users which results in
undesired and nasty impact. To put in another word these malicious objects are threatening the existence and utility of
the cyber world. It is a known fact that malicious objects in cyber world spread like infectious diseases in biological
world and are epidemic in nature. It is high time we take the measure to curb the spread and effects of those malicious
objects before it becomes unmanageable. Hyman and Li [1,2] proposed a DI (Differential Infectivity) compartment for
SIR model that describes the transmission dynamics of an infectious disease assuming infectious population divided into
three compartments. Mishra et al has introduced mathematical models for the transmission of malicious objects in the
computer network and has given epidemic models on times delays, the fixed period of temporary immunity after the use
of anti-malicious software, effect of quarantine, fuzziness of the system [3-7]. The action of malicious object throughout a
network can be studied by using epidemiological models for disease propagation [8-13]. Richard and Mark [14] proposed
an improved SEI (Susceptible – Exposed – Infectious) model to simulate virus propagation. Anderson and May [1516] discussed the spreading nature of biological viruses, parasite etc leading to infectious diseases in human population
through several epidemic models. Several authors have discussed stability of the system of equations [17-25]. We try to
develop a SIj RS model for different kind of infections that does not confer permanent immunity; infectious class has been
divided into three sub compartments: first compartment for the worm infected nodes, second compartment for the virus
infected nodes and third compartment for the Trojan horse infected nodes. Susceptible nodes go to the infectious class
in accordance with the attacking behavior of malicious objects such as worm, virus, and Trojan horse and then move to
the recovered class after the run of anti-malicious software. The model here have a variable total population size, because
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they have recruitment into the susceptible class by inclusion of some new nodes and nodes may crash due to the reason
other than the attack of malicious objects and also due to the attack of malicious objects.

Figure 1: Schematic diagram for the flow of malicious objects in computer network.

2

SI1 I2 I3 RS model with different infectivity and simple mass action incidence

Let S(t) be the number of susceptible, I1 (t), I2 (t) and I3 (t) be the number of nodes infected by worm, virus and Trojan
horse respectively, R(t) be the recover nodes after the run of anti malicious software and N(t) be the total population size.
We have the following system of differential equations as depicted in Figure 1:
3
∑
dS
= µ(A − S) − qj
βj Ij S + δR
dt
j=1
3
∑
dIj
= qj
βj Ij S − (µ + αj + γj )Ij ; j = 1, 2, 3.
dt
j=1

dR ∑
=
γj Ij − (µ + δ)R
dt
j=1
3

where qj is the probability of infective nodes which enter into the group Ij from the susceptible class. A is the recruitment
of susceptible nodes in the computer network, µ is the per capita birth rate and death rate due to the reason other than the
attack of malicious objects, γ1, γ2, and γ3 are the rates of nodes leaving the infectious class I1 , I2 , and I3 to the recover
class respectively. α1 , α2 , and α3 are the crashing rate of the nodes due to the attack of malicious objects in infectious
class I1 , I2 and I3 respectively. δ is the rate of transmission of nodes from recovered class to susceptible class.
Let, N = S + I1 + I2 + I3 + R
3
∑
dN
= µA − µN − qj
αj Ij
dt
j=1

3

Malicious objects free endemic equilibrium stage

In the absence of malicious objects, whent
{ → ∞, N → A.
}
Let us define the solution regionG = (S, Ij R) ∈ R5 /S ≥ 0; Ij ≥ 0; R ≥ 0; S + Ij + R ≤ A ∀j = 1 to 3
The system (1) has the infectious-free equilibrium stage E0 = (A, 0, 0, 0, 0).
3
∑
βj qj
The basic reproduction number is thus R0 = A
µ+αj +γj
j=1
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We have an endemic equilibrium E∗ = (S*, I*1 , I2 *, I3 *, R∗ ) where
S∗ =

A ∗
µA(R0 − 1)γj (µ + δ)
µA(R0 − 1)γj
; Ij =
; R∗ =
R0
{βj (µ + δ) A − δγj R0 } γj
βj (µ + δ)A − δγj R0

Theorem 1 Consider the system (1). If R0 < 1 then solution set G = (S, I1 , I2 , I3 , R) ∈ R3 : S ≥ 0; Ij ≥ 0; S + I1 + I2 + I3 + R ≤
is locally asymptotically stable for infection free equilibrium E0
Proof. To show the local stability of the system (1), we construct the Jacobian matrix of (1) for the infection free
equilibrium
 E0 .



−µ D12 D13
−σ + q1 β1 S q1 β2 S
q1 β3 S
, where D22 =  q2 β1

D22 0
−σ2 + q2 β2 S q2 β3 S
J0 =  0
0
D32 −(µ + δ)
q3 β1 S
q3 β 2 S
−σ3 + q3 β3 S
The eigen values of the Jacobian matrix J are real and negative. Therefore, the system is locally asymptotically stable.
Theorem 2 For the system (1), the infection free equilibrium E0 is globally asymptotically stable in the solution set
G = (S, I1 , I2 , I3 , R) ∈ R3 : S ≥ 0; Ij ≥ 0; R ≥ 0; S + I1 + I2 + I3 + R ≤ A, if R0 < 1.
Proof. We define vectors B = (β1 , β2 , β3 )T , D = diag (σ1 , σ2 , σ3 ) and QT = (q1 , q2 , q3 ).
System (1) can be written as:
dS
T
dt = µ(A − S) − B IS + δR
dI
T T
dt = Q B IS − DI
dR
dt = Y I − (µ + δ)R
T

where I = (I1, I2, I3) andY = (γ1, γ2, γ3). We express the basic reproduction number as
Let us define the Liapunov function V = BT D−1 I. Then V is the positive definite for Ij ≥ 0.
dV
d
d ( T −1 )
B D I = B T D−1 I
=
dt
dt
dt

= B T D−1 (QT B T IS − DI)
(
)
R0
= (QT D−1 B T S − 1)B T I =
S − 1 BT I ≤ 0
A

where S ≤ A and R0 ¡ 1. Hence, the infection free equilibrium E0 is the only positive invariant in {(S, Ij R) ∈ G; dV
dt =
0; f or I = 0}.
Therefore, it follows from the Liapunov stability theory that the infection free equilibrium E0 is globally asymptotically stable.

4

Conclusion

Inspired by the biological compartment epidemic model, we made an attempt to develop a DI (differential - infectivity)
compartment for SIj RS epidemic model for the simple mass action incidence in which infected population is divided into
three groups where first group consists of those nodes which are infected by the worms, second for nodes which infected
by virus and third group for the nodes which are infected by the Trojan horse. We discussed the characteristic of the
threshold parameter and established that if R0 ≤ 1, the system is locally asymptotically stable and globally asymptotically
stable with help of Liapunov function. Runge-Kutta Fehlberg fourth fifth order method is used to solve and simulate the
system (1) by using real parametric values depicted in Table 1. Eventually, we find that with the decrease of susceptible
and all kind of infection, recovered nodes increases due to the run of antivirus software and these are asymptotically stable
with respect to time, which is depicted in Figure 2. Furthermore, analysis and simulation results show some managerial
insights that are helpful for the practice of antivirus in information sharing networks. The nature of attacking behavior
of different malicious codes (virus, worms, trozans) for transforming recovered nodes to susceptible nodes is depicted in
figure 3, 4, and 5 respectively. The efficiency of the antivirus software can be analyzed by (i) observing the rate through
which it cleans the nodes on attack of different kind of malicious objects, (ii) the rate through which the nodes crashes due
to the attack of malicious objects. This will help the software organization to develop more efficient antivirus software
that can minimize the attack and maximize the rate of recovery.
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Table 1: Parametric values used in simulation.
Parameter
N
S(0)
I1 (0)
I2 (0)
I3 (0)
R(0)
A
µ
β2
β3
δ
q1
q2
q3
α1
γ1
γ2
γ3

Value
17,000
9,500
2,500
2,000
3,000
0
0.009
0.05
0.001
0.003
0.005
0.26
0.27
0.47
0.992
0.008
0.007
0.006

Figure 2: Dynamical behavior of the system (1).

Figure 3: Transformation of nodes from recovered class to susceptible class when attacked by worms.
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Figure 4: Transformation of nodes from recovered class to susceptible class when attacked by viruses.

Figure 5: Transformation of nodes from recovered class to susceptible class when attacked by Trojan horse.
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